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Same Seat,

Different Day

Enterprise CyberDefense: a Groundhog Day Cycle




At a glance

What Groundhog Day?

How do | break into it?
How do | break out of it?

How do | survive within it?

Final Remark

oy

"
=
‘a

y =9
=g




What '
Groundh og Day? ,Just intime '




MONDRY, 10 Yam

Endpoint Controls: Exploited to Blind Us

) EXPLOIT
LOW ESRIIE‘I,RILEGE mpengine.dil
(ShieldBreak)

PILLAR 1

ShieldBreak — CVE-2026-69414

A local elevation-of-privilege flaw in Microsoft Defender’s Malware
Protection Engine can move a low-privilege attacker to SYSTEM.

NT AUTHORITY\
EDR BLINDED SYSTEM

Signed-Driver Trust Abuse

GodDamn ransomware used the malicious Microsoft-signed
PoisonX driver to disable endpoint defenses. Fox Tempest
separately showed how fraudulent signing can industrialize the
same trust-chain weakness.



TUESDRY, 09:23em

Operational Triage is Collapsing Under Historic Volume

JUNE 2026 JULY 2026 AUGUST 2026 SEPTEMBER 2026

2000 570~ 400, 960

N>

PATCH TUESDAY PATCH TUESDAY PATCH TUESDAY PATCH TUESDAY
High number of Nearly tripled from June, Sustained high volume All-time record for the
vulnerabilities addressed. signaling rising risk. of security fixes. largest security update.
960
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JUNE 2026 JULY 2026 AUGUST 2026 SEPTEMBER 2026

Sources: https://www.bleepingcomputer.com/tag/patch-tuesday/
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Perimeter Nullified When Suppliers Failed

01 THIRD-PARTY HR SaaS

TinyPulse /
Nintendo of
America

CEVA Logistics
Cascade

03 OPEN-SOURCE DEPENDENCY

ChainDrop npm
Poisoning

Attackers compromised TinyPulse, the
employee-survey service used inside
Nintendo of America. Survey content
compromised.

A cyber intrusion disrupted contract-
logistics operations across eight European
warehouses. Delivery data flowed outward
to downstream customers.

A compromised maintainer token pushed
malicious code into Keyv and Cacheable;
legitimate release workflows published it
with valid provenance. A credential
stealer harvested various secrets.

SaaS
Vendor

Logistics
Partner

Open Source
Library

YOUR
ENTERPRISE



THURSORY, 044 em

Bypassing Firewalls via Shared APNs

WIND FARM
(OT / Remote Site)

CELLULAR
CARRIER
.. Shared APN

HEATING PLANT
(SCADA /ICS)

ZONE A / DISTRIBUTED ENERGY + CARRIER TRANSPORT ZONE B/ CHP INDUSTRIAL CONTROL

INITIAL FOOTHOLD TRUSTED TRANSPORT

Wind-farm network Private APN M2M PIvOT WAGO controller CHP operations

™ NOISOLATION [=—> e
Compromised remote Client-to-client traffic Reachable through Turbine + water treatment
environment allowed shared APN stopped
PERIMETER FIREWALL
BYPASSED

REAL-WORLD Short operational outage ® ~50,000 residents served ® no customer heat or CONTROL GAP A private APN is segmentation only when client isolation and
EFFECT power interruption endpoint trust are enforced.
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Physical access invalidating BitLocker protection

6.8 An unauthorized attacker with
CVSS physical access can bypass
ek BitLocker. The published vector
Windows BitLocker requires no privileges or user
CVE-2026-50507 interaction.

POLICYIMPACT  consider adding TPM+PIN to reduce exposure to attack path.
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JADEPUFFER EXECUTION PROFILE

JadePuffer turns post-exploitation into a zero-click pipeline

Campaign engine: LLM-orchestrated intrusion
* Live autonomous ransomware campaign driven natively by LLM.

X
e,

Topology = machine-readable
 Onceinside, the LLM reads and evaluates internal network topology. '

g

-~

(i)

LLM

High-value IP auto-selected
e LLM locates internal production MySQL servers, parses schemas,
identifies high-value data and selectively exfiltrates it.

EXPLOIT » MAP > SELECT > EXFILTRATE HUMAN COMMANDS: 0
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Sunday is for rest; is it?

capturing the week’s lessons while they are still fresh

carrying one clear improvement into Monday

leaving room to recharge and stay close to friends and family

...until SOC raises an incident demanding all-hands on deck
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How can | break into Groundhog Day?

entry level position?

...just ask
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How can | break out of Groundhog Day?

two words:

you cannot
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5-step process to survive

01 Talk the talk

02 Walk the talk

03 Prioritize

04 It’s all about People!

05 Make peace



5-step process to survive

Step 1: Talk the talk — YE OLDEN WAY (qualitative)

CYBERSECURITY PROFESSIONALS N " BUSINESS LEADERS

Deep Knowledge. Real Risks. Different Language. | Business Outcomes. Measurable Value. Different Language.

kivduvog vulnerabilitas BUSINESS DECISIONS pROFIT
omel’)\n examen cROWTH
TPWTOTNG minae R :
EMIMTWOIG consequentiae MARKET SH
(riskEreat (vulnerability (risk, RE} 10 LDER VALUE
i érabilit); assessment, vulneratl):llty, SHARE
. ;i threats, attack,
impact) impacts) consequence) . ;
{4/ What's the probability = What's the ROI 5
this will impact What's the expected on this investment?
revenue? profit impact per ~ How does it
— product or service? improve margins?
R %
\/4
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5-step process to survive

Step 1: Talk the talk -

CYBERSECURITY CYBER RISK ANALYSIS (FAIR) BUSINESS VALUE & GROWTH
PROFESSIONALS RANSOMWARE RISK SCENARIO

Same language
(=" Threat Event Frequency o 5% (0.05)
Stronger decisions. (Annual Likelihood) IS A

REVENUE OPPORTUNITY (NEXT 3 YEARS)

EXPECTED PROFIT
(per product line)

Loss Magnitude $2M - $10M 0
Baséd FAIR (Loss of Income) S10M-S50M ¥ (after controls) 1 30 A)
TIEY ased on , a ransomware S
SRR cvent has a 25% annual likelihood W EpectedAmnualloss(ALE)  $7.5M & $0.6M stoom [l srzom [ st50m $30M > $45M

and could result in $10M - $50M

Year 1 Year 2 Year 3

ANALYZE in loss of income, including Annual Risk Reduction $6.9M
operational downtlme,_ mc:dgnt Control Investment $3M RISK-ADJUSTED RETURN
PIZNUIAE response, and reputational impact.
(FAIR) 3-Year Net Benefit $17.7M Scenario Expected Profit  Less: Expected  Net Expected
ROI (3 Years) 167% (3 Years) Cyber Loss Profit

MITIGATE

Investing $3M in these controls
COMMUNICATE reduces the likelihood to 5%
BUSINESS IMPACT and the potential loss to
$2M - $10M.

Without Additional

LOSS DISTRIBUTION (BEFORE vs. AFTER CONTROLS) ot

$105M $22.5M $82.5M

- Before Controls =
(25% likelihood) i Sonio s $105M $1.8M $103.2M

(Recommended)

- After Controls
(5% likelihood)

With the reduced risk,
our projected profit of
$105M is much more

certain.

A potential $50M loss
is material to our earnings.
This investment makes
financial sense.

This gives us an expected
annual loss reduction of

~$8M, with an ROI of 167%
over 3 years.

$20M  $30M  S40M  $50M

" RISK QUANTIFICATION

T ANALYSIS

! THREA
LTy AGSESSMENT

VULNERAB!
v CONTROLS

BUSINESS LEADERS

Clear insights.
Confident decisions.
Sustainable growth.

A GROW
atl  REVENUE

lad

B |MPROVE
]
S=  PrOFTABILITY

o@o PROTECT
&A%  BRAND VALUE

@ ENABLE
‘ INNOVATION

I@\ ACHIEVE

LONG-TERM GOALS

Let's approve
the $3M investment
and move forward.

STRATEGY
INVESTMENT
GROWTH

RISK APPET|TE

SHAREHOLDER VALUE



5-step process to survive

Step 2:

THERE IS
NO SUCH THING AS
OVER-INFORMED.

LEARN.

STAY CURIOUS.
STAY CURRENT.
STAY AHEAD.
WALK THE TA

Threat Intelligence
Vulnerability Management ™
Incident Response

| Forensics
Malware Analysis
Cloud Security
Application Security
Security Architecture
Zero Trust
ement (FAIR)

ty Fran‘.ewark

Risk Manag

NIST Cybcrsecuri
K

THREAT INTELLIGENCE

Active Threats

New Vulnerabilities
Emerging APTs
Ransomware Trends

10C Updates
hal Risk Map

DEFEND

LATEST NEWS

CISA issues new guidance on
critical infrastructure

New zero-day exploited in the w

Ransomware group targets
healthcare sector

Major cloud provider patches
critical vulnerability
Al-powered phishing campaigns
on the rise

INVESTIGATE

ANALYZE
MITIGATE
ROVE

Cy

= =

LY}JK)&,.‘./ latest advisories
e - eview new CVEs

xplore new toofs

= Uswd, rescarch papers

o fpelate threat mode; 3

s %mchcc n fab 3

= Share A-now/edqc 3

T Be better Yomerrow

T0OLS & RESEARCH

MITRE | ATT&

NIST Siiewon (0

IR misxanawvsts

5.8/24

STATE SERVICE  VERSION
op h OpenSSH 9
http

AUTOMATE
DETECT
RESPOND
RECOVER

1PAPROVE

STAY INFORMED. STAY PREPARED. MAKE A DIFFERENCE.

pl

VULNERABILITIES

cvE-2024-4577 | Critical
CVE-2024-3209 High
CVE-2024-2713 High

SECURITY BLOGS & RESEARCH

CVE-2024-1186

CVE-2024-0624

Krebs on Security
BleepingComputer
Threatpost

Dark Reading

Schneider on Security

SANS NewsBites

Microsoft Security Blog
Google Threat Intelligence
Proofpoint

Unit 42 (Palo Alto Networks)

hreat_feeds:

THREATS.
A SMARTER
YOu.

onow\e dog-
oday -
N Sokex

Noraor oW -




5-step process to survive

Step 3:

SAME THREATS.
DIFFERENT PRIORITIES.
A SMARTER APPROACH.

ASSESS. PRIORITIZE. FOCUS. DELIVER IMPACT.

CAN'T BE p
X ONE

RISK ASSESSMENTS

REGULATORY NOTIFICATIONS EF

PRIORITIZATION MATRIX

URGENCY |  BUSINESS
IMPORTANCE

RISK LEVEL
(Impact)

TASK (Time) |

Active ransomware incident Immediate Very High

Criical vonerabilty exploted) | High High

Regulatory notification (breach) § High High High
-

High
Medium

NOISE |, Security control misconfiguration Medium High

MORE IMPACT
-

Risk assessment - key system Medium High

Medium Medium Medium

Low Medium Medium

Medium Low High

Low Low Medium

Low Medium

TODAY — FOCUS
[ Contain ransomware incident
A Notify regulator
[ Apply critical patch
[] Update key security control
[ Assess risk — customer portal

]
=l

RISK MANAGEMENT FAIR)
THREAT INTELLIGENCE
INCIDENT RESPONSE

SECURITY CONTROLS
ITY FRAMEWORKS

Prepare executive update

CYBERSECUR

PRIORITIZE
BASED ON A
MULTITUDE OF
CRITERIA:

@

il Risk assessments
Risk acceptance
Urgency
Importance

Impact (financial,
operational, reputational)

{ Regulatory requirements
Business criticality
Dependencies

vl Available resources
Strategic alignment

OVERALL

RISK
PRIORITY

ACCEPTANCE
Not Acceptable 1
Not Acceptable n
Not Acceptable
Not Acceptable
Tolerable (short-term)
Tolerable
Acceptable
Tolerable
RIGHT TASK.

RIGHT TIME.
RIGHT IMPACT.

Acceptable

Acceptable

PN NS
—\\e\gj?_b\\% -

Q,Q_’\\V_V\
CEOS\ONS-




5-step process to survive

Step 4:

* Accidental Manager? Do stg.
* Fasy: Management Models (e.g. Situational Leadership, Maslow)
* Easier said than done: Coaching (e.g. Coaching with Compassion)

* Communication: persuading # deceiving.
* Use loss aversion, sunk cost effect, active choice, framing




5-step process to survive

Step 4:

* The old training joke:
 What if we train them and they leave?
 What if we don’t train them and they stay?

* Diversity: reduces groupthink, creates confidence gap

* Overcoming daily challenges: a path to arrogance?
e Memento mori...*

?
O s
\
o~ 5 : &
(X \ep @
*In ancient Rome, a servant reportedly whispered the phrase to victorious generals ..‘

during a triumph to remind them of their mortality and prevent hubris



5-step process to survive

Step 5:

DIFFERENT WAVES.
SAME MISSION.
'VE MADE PEACE ¢ f il -~ w0
N v et A

‘ : B 3 EM

STAY FOCUSED. i  OUTAGES ' % . REGULATORY "
PRIORITIZE. \ y %0 DEADLINES 7% BUSINESS \
igii;ow. _ ) & \ | : (/" DEMANDS /4> THIRD-PARTY. %
T : \ \ RS TR & 77 RISKS 43
e KEEP GOING. S , - L '
M Risk Level (mpact x Likeinood) RESILIENT
TODAY.

»
HREAT LANDSCAPE (LIv) INCIDENT RESPON | ' E
SE W».-- REGULATORY & COMPLIANCE SYSTEMBEETH

: Critical
M Ufgency (Time Sensmvny) 1 i P1  Active Ransomware Incident 3
M Business Criticality ' - & o - \ ") SAFER

. 9 A @ NewDat ( Requirements  On Track 9 % 3
[ Regulatory / Legal Reqiements =E3 v b sumiin G (98/" o TOMOREDH.
M o lmpact - - @ Regulatory Report Submission . \‘9‘/ <
M sl e Ve TkeaTs rakehokler ‘ @ Policy Updates In Progress Availabliity Patch Compliance  Security Controls .’=‘> ‘%*-- 1
[ Dependency / Blast Radius Ransomware (Active) : f BUSINESS ENGAGEMENT THIRD-PARTY RISK = 2
[ Resource Availability G ez Tor rems ¥ NewProduct Security Review  Scheduled i RN
[ Strategic Alignment et ‘ <P Thed-Pary Risk Assessment. [ P b

,  Supply Chain Attecks 8 S 3 SAME 1 PRIORITIZE “cutive Update :";:mss

v ADAPT
WAVES SOLVE

STRONGER REPEAT

NOT EVERYTHING NOW. 1N e ‘ oN :

THE RIGHT THINGS FIRST: N

i olerate Tranfer / MiGgate)
M R mepmme L DDoS Activity e - ' 3

S R
Threat Intelligenceé

- nse w—" : TODAY (PRIORITIZED)
Incident Respe — R ™~ Contain active incident (P1)
Risk Management (FAIR) FRLCIC I 1 BB Notify stekeholders ®n

1 PRIORITIZED ™ Apply eritical patch (P2)
Security Architecturé 1 IMPACTFUL o 8 Review regulatory update ®2)
agement 4 [ Security review — new product (P3)
2 ~~ 4 E@ Team sync & support
™ Learn & stay informed D)

2 BB Breathe v

vulnerability Man

Compliancé & Regulatory

y Risk



Moving on...

What Groundhog Day?

How can | break out of it?

How can | survive within it?




Final Remark

Same Seat. Different Day.

Never the Same Challenge.
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